Let f be a permutation of the alphabet

Let M represent the double letter statistics in English

Let S; be the letters of the cyphertext message
encrypted with monoalphabetic substitution

PI(f) = [ [ M (£(s:), f(si10))

represents a score that measures how ‘good’ a given
a given permutation f compares to English




Algorithm for finding a ‘best’ permutation

Start with a preliminary guess, say f.

Compute P1(f).

Change to f. by making a random transposition of the values f assigns to two symbols.
Compute PI(f,); if this is larger than P1(f), accept f..

If not, flip a PI(f,)/PI1(f) coin; if it comes up heads, accept fi.

If the coin toss comes up tails, stay at f.

* repeat!
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ENOHDLAE
ELOHRNDE

ELOHANDE

ELOHINME
ELOHINME
ELOHINME

ELOHANME

ILOHANMI

OHDLO UOZEOUNORU O UOZEQD
OHRNO UOVEOULOSU 0 UOVEQ
OHANO UOVEQULOSU 0 UOVEQ
OHINO UOVEQOULOSU O UOVEO
OHINO UODEOULOSU O UODEO
OHINO UODEOULOSU O UODEO
OHANO UODEOQULOSU O UODEO
OHANO RODIORLOSR O RODIO

HD
HR
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HI
HI
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0ITO
0ITO
0ITO
OATO
OATO
OATO
0ITO
OETO

HEOQSET
HEOQAET
HEOQRET
HEOQRET
HEOQRET
HEOQRET
HEOQRET
HIOQUIT

IUROFHE HENO
IUSOPHE HELOD
IUSOFHE HELO
AUSOWHE HELO
AUSOWHE HELO
AUSOWHE HELO
IUSOWHE HELO
ERSOWHI HILO

ITORUZAEN
ITOSUVDEL
ITOSUVDEL
ATOSUVMEL
ATOSUDMEL
ATOSUDMEL
ITOSUDMEL
ETOSRDMIL

ISTILOHANMITOHANOT ODIO LOS TOT ODIOTHATOEROTHIOQUIRTE SOWHITHILOTEROS DMIL
ISTILOHANMITOHANOT ODIO LOS TOT ODIOTHATOEROTHIOQUIRTE SOWHITHILOTEROS DMIL
ISTILOHARMITOHAROT ODIO LOS TOT ODIOTHATOENOTHIOQUINTE SOWHITHILOTENOS DMIL
ISTILOHAMRITOHAMOT OFIO0 LOS TOT OFIOTHATOENOTHIOQUINTE SOWHITHILOTENOS FRIL
ESTEL HAMRET HAM TO CE OL SOT TO CE THAT IN THE QUENTIOS WHETHEL TIN SOCREL
ESTEL HAMRET HAM TO BE OL SOT TO BE THAT IN THE QUENTIOS WHETHEL TIN SOBREL
ESTER HAMLET HAM TO BE OR SOT TO BE THAT IN THE QUENTIOS WHETHER TIN SOBLER
ENTER HAMLET HAM TO BE OR NOT TO BE THAT IS THE QUESTION WHETHER TIS NOBLER
ENTER HAMLET HAM TO BE OR NOT TO BE THAT IS THE QUESTION WHETHER TIS NOBLER




