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Exercises:

1. Compute ¢(50910363) knowing that
50910363 = 3* x 72 x 101 x 127.

2. Use your answer from the previous question to compute

928576807 1 hd 50910363

3. Compute 3% mod 143. U3 = H'; .
b(143)= A0

P(501033) = B2 [ F=7)01-1) (13-1)
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Quadratic Residues

Denote the set of quadratic residues by the symbol

QR['p]:{xz modp|l'€{1,23...p—1}}.

Example

1. p= 1]




Theorem 3 For any prime p > 2 and any integer a not
equal to 0 (mod p) we have

vz J1 Ha€ QR 1 o
~1 fa g€ QRlp] -

Proof.
If @ = 22 with = # 0 mod p then Fermat’s theorem gives

aP V72 = g~ = 1 (mod p)

Thus the first part of our assertion holds true. To prove the
second part, note that gthe equation

O £ w\f
LE\L';-\;'. Sl —1=0 (mod p)
\/\J\‘ L\ \
has exactly p — 1 solutions in {1,2,...,p — 1} and for

p > 2 we have the factorization
27— 1= (2P 2 — 1)@ D2 1), WMedd p)

All (p — 1)/2 elements of QR|[p] satisfy the first factor.
Therefore the other (p — 1)/2 solutions must satisfy

P02 L1 = .




Legendre Symbol

For a prime p

N (1 ifa€ QR[p)
\ OO ,X}"i% (—) =<¢—1 ifadg QR[p
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Then for a relatively prime to p, we have
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Hence

Theorem 4 (Quadratic Reciprocity) For any two
primes p and q we have

(2) (g) — (_1)(104)(@—1)/4
q/) \P




Primality Testing

The Jacobi symbol allows us to test for primality of n
without carrying out its factorization.

\_ ) e o /‘\i = \
If n is prime then Jo \ - LP
Jld.n) = a" V2 modn

Thus if this identity fails to hold for any value of a in
1,n — 1] we can certainly conclude that n is not a prime!

Theorem 5 If n is not a prime then for more than one
half the integers in {1,...,n — 1} one of the following two
tests will fail

J(a,n) =a® V2  gcd(a,n) =1




The RSA System

Choose p and ¢ primes and let m = pgq
Message space: {1,2,...,m —1}.
1 <e<@(m),gcdle, p(m)) =1}

Encrypting transformation

W B

Key space: {e

=

C=FE,(M)= M¢modm

5. Decrypting transformation
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