Take three sticks which have their ends colored and place them in a bag.
The first stick has two red ends, the second has two black ends and the
third stick has a red and a black end.
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Take three sticks which have their ends colored and place them in a bag.
The first stick has two red ends, the second has two black ends and the
third stick has a red and a black end.

Now, reach into this bag (no peeking) and grasp one of the sticks by an
end so that the other end is showing and pull the stick out. Say that a
red end is showing.

What color 1s most likely clasped in your fist?

Is the answer?

A) H.@m,,
%&%

C) red/black are equally likely

D) don’t know/care /|\
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TABLE OF ENGLISH BILETTER CONDITIONAL PROBABILITIES
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To compute this table a typical example of english text was chosen. Then the first row of the table was obtained by recording, for each of 10.000

occurrences of the letter A, the letter that immediately followed it. Thus the entry 469 in the column indexed by D means that in this sample
of 10.000 occurrences of the letter A the letter D was observed to immediately follow A exatly 469 times. The same procedure was repeated

for each of the letters of the alphabet. We see that in 10.000 occcurrences of Q, the letter U followed it all 10.000 times (not surprising!).

To get the conditional probability P[next lett=Y | prec lett = X] you simply look at the entry in row X

Thus

Plnext letter=E | preceeding letter = R] = 2795/10.000= .27

and column Y and divide by 10.000.
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2. Suppose we have a computer program which generates words __
from the alphabet A,B,C,D according to the following procedure: : || Biletter table
Pick the first letter according to the single frequency table given
below then constructs each additional letter using the table of
conditional biletter frequencies given below.
a) Calculate the probability that the program produces the word "DACB'
b) Determine the 2 letter word that has the highest probability.
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The index of coincidence is defined as

number of pairs of equal letters in ciphertext

fs = :
‘ the total number of pairs of letters
_ . iﬂ: O%F\Q s uhl
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D, represents the number of pairs of equal letters in the
cyphertext.
o then /. = <
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@ where N = the number of letters in the cyphertext



The index of coincidence is invariant under monoalphabetic
cyphers and we estimate under this condition that Ny = N * p, (.
for some permutation of the alphabet o and so
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Lets see how accurate this is (it gives an approximation to the
period, not the actual period) with text that contains about 21K
letters. We use the same text and vigenere cipher with period 3
through 7.

indcoin < plaintext N

Index of coincidence : P@%

Estimate of the period : 1.052158

ewsaooubAo%vaHded<Hmw //
Index of coincidence : 0.044720 ) X ol
Estimate of the period : 3.990527 @LQ/ /®%A

. . oL &
o indcoin < cyphertextvigéd @/A@ A
Index of coincidence : 0.042903 \/y/m\ e’ @%%\ |
Estimate of the period : 5.455495 % ﬂ/wv @m =
o |

@ indcoin < cyphertextvigh o\
Index of coincidence : 0.042236
Estimate of the period : 6.304608

@ indcoin < cyphertextvigbt
Index of coincidence : 0.041899

Estimate of the period : 6.842702
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