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Diffie-Hellman Public Key Exchange

1. People Py, P, ... P agree on a modulus p in which they agree to do
their calculations.

2. They also agree on a common base, a, which must be a primitive root
of p

. B TS - secretly selects _ r, S, from 1 top — 1 anc
3. Each person P; secretly sclects a number, S;, from 1 to p — 1 and

publicly announces the value 3; = a® mod p. Lve Knows &P
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Solving Congruences

ki1 234 5 67289 10
ko4 g E 139736+
¢~ -4
Example 1: Solve 9z = 5 mod 11. 1= A 53:'2 (roel H)
Letting z = 2¥, we have let x=2°  (mod ) \
q = 90ty =909y = 93;:5—24 mod 11 - 5045 /
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y=8 = r=28=3. Q & Q 2 }

Example 2: Solve 7% = 5 mod 11.
Since 2 is a primitive root, we have

Therefore
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