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Public Key Exchange: An Example

Powers of 2 mod 37

s N2 3 4 fB) 6 f\\S 9 10@19 6\14 15 16 /I7) 18
2"}U4 8 16@)? U7 34 31 25 13 26 U:’.U )3 9 (18/ 36

19, 20 21 22 P23 24 p3) 26 27 28 £9) 30 /31- 32 33 34 b5\ 36

z*\y339921510@)3 612@1“2/ 14 28 19/ 1

Powers of 17 mod 37
s |1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
17517 30 29 12 19 27 15 33 6 28 32 26 35 3 14 16 13 36

3‘19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36
172120 7 8 25 18 10 22 4 31 9 5 11 2 34 23 21 24 1

Say that Alice and Bob wish to communicate after agreeing on on a
public modulus 37 and a primitive root 17. Alice also chooses a secret
key 9 and so she sends 177 = 6 (mod 37) to Bob. At the same time Bob
chooses 10 as his secret key and so he sends 17'% = 28 (mod 37) to
Alice. Alice and Bob do not know each others secret keys but they
*do* know 175¢cret key (mod 37).

The common key to Alice and Bob is
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