OL_SEJ mod F) e F\J}jll\f_ 'st Bob

o & B(:=

= i searét
Z;r,&m:%/e oot B
Sp s Alices secret
P @woe s Alie's poblic
Sl S D g,

ElGamal Publlc Key System

To send a message X to Bob using his public key 3, Alice chooses at

random a secret number Sy in the interval {1,...,p — 1}, and sends the
pair 2" = cuphertext
Y, 2) JP
where Bob news l/w-J e Use Y To Cfecrzj?‘t Z
Y :=a4 modp, and Z:= X 3°4 modyp
Special ke £ 1l m&sj;
Feb J Bobcan use ajc

Bob can then get X back using his secret exponent Sp:

X =27 modp.

In this, we can consider that Y is used to “encode” Sjy.

Note Y™ = (&7 =(67)*=4" (st )

Whidh Ba&o Can Ca)cu[cd“( uglj hy secret k\i-j
1—7[ B kusws /ESA +he n

Z’C@Sﬂp X/ASA@ > :X (WOAJQ>




0= A Ff‘-)?
h) ) . sy s £ &£ 49 1ol g2 13 4y s [

ﬂg;‘f&]g s 139 | mod |2

2 s net oa prie Yo  reet
sz sy e )2 slael\v)e] )Gk
gﬁ‘r\l'ok}ﬂ sl (e \H)%HHL]Z(ZM\(
3 TS o FT‘IW-HL e roeT
5017 )/Las f?u}a 14% /Q —> SBH(O
Mieseads Y,2)=012,10) D=3
|

Bob Calculides 12<O> = | (MM )
3 B)) = ’%)i\z%m

Eo}ﬁs Secs e,JE Kﬂj 'S _LL

Akfoef) Sec ret ke,j N



Baby step/Giant step method

Goal: Solve a* = b (mod n).

Idea: Find a' = ba~’ (mod n) by searching through a small enough
space of possible i and . |

— : ....,w
[ A Can Male o A=ble Oh a & _c@ ; y |
Lol o T dea &y Stoa= ba? (mecla)

Fix m = ﬁ @?i then find c = a=™ (mod n). 74" oM s b (meda)

Next calculate a table of a’ (mod n) for 0 < i < m and then
calculate b (mod n) for 0 < j < m until you find one of these
values in the table.

Solution: When we find a’ = bc/ (mod n) then we have

at™ = a'c™/ = b (mod n).



Example: p =53 and a = 3. We wish to solve

3% =41 (modb3).

b

_ KN
5(43\,.

o\ for  05) = mer

o m= [/¢(53)] =8 and 378 =24 (mod 53).

o Now 41 - 24/ ASOQ b3 ).

i | 3" (mod 53) i | 41 -24' (mod 53)

0 1 0 41

1 3 1 30 o
2 9 2 G = 4-24 =43
3 27 3 2

4 28 - 4 48

5 BD=3 5 39 422" (mod 53)
6 40 6 35 m Qsiav
14 14 14 45 . .\

@ Conclusion:

328+> =321 =11

—

mod 53)
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| 4o &P &? :Trli (MOO{ P)
Theorem 3 For any prime p > 2 and any integer a not
equal to 0 (mod p) we have

L-1)/2 _ 1 ifa € QRp
-1 ifa & QR[p]

Proof.
If a = 2 with  # 0 mod p then Fermat’s theorem gives

<%%5%ngiau)1v2zzxp*1_.1 (mod p)

Thus the first part of our assertion holds true. To prove the
second part, note that the equation

2?71 —1=0 (mod p)

has exactly p — 1 solutions in {1,2,...,p — 1} and for
p > 2 we have the factorization

2Pt — 1= (2P V2 (P D21 )= p

All (p — 1)/2 elements of QR|p)| satisfy the first factor.
Therefore the other (p — 1)/2 solutions must satisfy

P2 11 =0.




Legendre Symbol

g
For a primep x & gdbb

9
\C(Z (1 ifa e QR[p]
(—) =4q—1 ifag QR[p
p 0 if ged(a,p) > 1

L la, p)

Then for a relatively prime to p, we have

: Becat

_ o(=1)/2
— | =a mod p e the |
(P> e S
Hence

o B0 e

Theorem 4 (Quadratic Reciprocity) For any two
primes p and q we have

<§> <%):‘(‘4>@‘”@—nm







Primality Testing

The Jacobi symbol allows us to test for primality of n
without carrying out its factorization.

. . ﬁ) Z= my:\e
If n is prime then ( \ P

4
J(a,n) =a™V"? modn

Thus if this identity fails to hold for any value of a in
[1,n — 1] we can certainly conclude that n is not a prime!

Theorem 5 If n is not a prime then for more than one
half the integers in {1,...,n — 1} one of the following two
tests will fail

J(a,n) =a® V2 gcd(a,n) =1




Jacobi Symbol

We start with the Legendre symbol

()-{4 erams

and for 62%&;1-8\\9/\ Q% L@jeﬂo@“ﬁ. Ej!%l?@\ +O C&(( ¢\ML€j€f_§.
n=pip2- Dk

= () () (2)

J&.c,aka\: %jm\%\

we set

However, for n odd, we have

4

1 iftag=1
J(a,n) = J(a/2, n)(—1)-1)/8 if a is even
| J(n mod a,a)(—1)" D@D/ if g > 1 and odd

Rie cpiesive. method qQ»f
CQW\,JOV‘"E*\S :Ya(‘_lolg[\ S(jM\Oa ’




