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Variations of DES

e triple-DES: In effect, the input is encrypted three times.
One such method uses the keys ki, ko, and k3 to define

C = Ey,(Dpy(Ex, (M)))

where E) and Dy represent DES encryption and DES
decryption, respectively.

e DESX: plaintext is bitwise XORed with 64 bits of addi-
tional key material before encryption with DES and the
output is also bitwise XORed with another 64 bits of key
material.



Merkle-Hellman Knapsack Cryptosystem

1. Choose a superincreasing sequence
SecreT
S 8955 ¢ s sy Spnd

2. Choose p to be a large prime such that

0
L e D 2 81+ gt 5= By

3. Let a be a random number between 1 and p — 1 and
publicly announce

PVLQ 'e —t; :=as; mod p.

Encryption Process: To encode a message
(21, o, ..., 2,) (made of bits of 0 and 1), one sends the
single number

(= ngtz (MOA P)
=1

Encryption Process: To decode, we need only solve the
subset sum problem for

M = a‘lCA mod p.
=o' 2 x:0s; (mock p)
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Analysis of Quadratic Sieve

Claim: If m = pq where p,q > 1, then for all
a€{l,2,...,(m—1)/2} such that ged(a, m) = 1, there is
an integer b € {1,2,...,(m — 1)/2} such that b # a and

b* = a® mod m. 12 ¢ e 21)
2725 (med 21)
Example: m = 21 4> = 0% (mod 21)
a |ged(a,m)|a® mod m| b
il 1 1 3
2 1 4 D
T 3 9
4 1 16 10
5] il 4 2
-5l 3 TS N
— 7 .
3 1 1 1
S g 13
10 1 16 4







Data Encryption Standard (DES)
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e Originally developed under the name Lucifer by IBM in
the 60’s and 70’s

e Adopted by Federal government in July, 1977
e Reaffirmed in 1983, 1988, 1993, and 1999

e Most widely used cryptosystem in the world from 1977
to present

e Used by the U.S. Government to “protect the confiden-
tiality of sensitive (unclassified) electronic information”.

e Replaced by AES (Rijndael) in Summer of 2001
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Example: 110100 |1 =3

e Use first and last digit as row index: 10 (base 2) = 2

e Use middle four digits as column index: 1010 (base 2) =
10

e The number 9 appears in row 2, column 10

e 9 = 1001 (base 2)

$1(110100) = 1001






