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Mathematics of Cryptography

Course Description : Cryptography deals with the study of making and breaking
secret codes.

In this course we will be studying situations that are often framed as a game
between three parties: a sender (e.g., an embassy), a receiver (the government
office) and an opponent (a spy). We assume that the sender needs to get an
urgent message to the receiver through communication channels which are
vulnerable to the opponent. To do this communication, the sender and receiver
agree in advance to use some sort of code which is unlocked by a keyword or
phrase. The opponent will be able to intercept the message. Is he/she able to
unlock the message without knowing the key?

In this course we will learn some probability theory, information theory and
number theory to answer questions about how vulnerable the methods of
sending secrets are. This has a great number of applications to internet credit
card transactions, wireless communication and electronic voting. We will start
by learning some classical codes (used up through WWI) and analyzing those.
The last third of the course we will start to learn the methods that are used in
modern cryptography.

The course web page can be found at i_'] ! (L’)l V Se\r ]:){ﬁ S SLG&‘PEX x {1/ {\ Ple

http://garsia.math.yorku.ca/~zabrocki/math4161w12/

The grades are based on the following components:

;Qui:r.?.cs (drop lowest | of 3)|653%
i('u)mpuler asslgnment 5%
Final exam 30%
Total 100%:

Please note that the grades will be based on a curve and will not use the absolute grading scale.

schedule revised as the course develops. You are expected to show up for lectures and be aware of any changes 1o thetentative schedule that
1 am providing for you here.

| Lecture Schedule E'I\:pics . | Remarks

Tuesday, January 3 E|nlmducu’nn—(“ﬂcs:u‘. Vigenere |

Thursday, January 5 iciassica] ciphers- Rectangular transposition, homophonic, I’Iu_\'!'uir|

l'l‘ucstlu)', January 10 : |QL1'L;!_ I

,[.'I.'hursdu}'. January 12 lclussical ciphers- Hill, Vernam, ADFGVY X, snail

t'l‘ucsdu)'. January 17 h)robnhi]ily theory and the game of craps

['I'tlursdzly‘ January 19 ]'ml'mifu monkeys

l'l'ucstkly, January 24 I Quiz 2
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