Theorem
Perfect secrecy is achieved when

t  All keys are equally likely

2 For each pair (mj, ;) there is a unique key, ks, such that
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Latin Squares

# of Keys = # of Ciphers = # of Plaintexts

\Kﬁo z

kK| 1 2 3 4 \
kbl 2 3 4 1 ¥
ky 3 4 1 2

ki 4 1 2 3

A latin square is an n X n array where the integers 1 through n
appear exactly once in each row and column.
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9 Say that there are two equally probable messages in a certain encipherment
scheme. Say also that there are 6 equally probable keys k ;-k¢ and

three ciphertexts ¢, c,, c3. The encipherment scheme uses the following
table to encrypt and decrypt.
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a) Calculate H(K) and H(K | C) H(] e Th b H(c) 2o FTTG%W #d g,

b) Does this system achieve perfect secrecy? Why or why not?
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6L b
aed(a, b) = qed (b red o, Q)
gecd(a, b) = greatest common divisor of a and b
= largest divisor of both a and b
= if d divides a and b, then d also divides gcd(a, b)
Example: compute gcd(963,657) = jbd((,g?l q 63): SLA(%S mod b5 éS’?)

= 4cd(306,657)

éS? ~ 73 963 = 1- 657 + 306 M6 =763-(57 = iﬂ((oﬁ' ok J06 3%)
107 . BT ' !

963 657 = 2306 + 45 H5=6s7-23%_ ja;(,(_%} 50(;)

=6 -4 36=306-65 : .
306 =6-45+36 3 ~ ed306 e 85 %)
45=1-36+9 9 o
T :3@’(3@%)
Conclusion: ged(963,657) = 9 “{jcﬁ((‘q?‘ mod 36, 3¢)
— \Cjco{( G[; 3@)

To Solve:

axz b (md ") =

gcd(963,657) = 9 = —36 -+ 45
= —(306 — 6 - 45) + 45
= —306 +7- 45y
= —306 + 7(657 - 2 - 306)
= —15-306 + 7 - 657
= -15(963°’— 657) + 7 - 657
= —15.963 4 22 657

In general we can always use these equations to write

m m
ged(a,R)=k-a+(-%

for some integers k and £.
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Example solve 127x = 4 (mod 963) 3&3{([9\"?‘/ 1 63):._1_

063 =7+ 127474 412963252
127=1-74+53 5§72=123-74
74 =1.53+21 2(= 34-33

53=2-21+11 [ =%3-22|
21=1-11+10
11=1-10+1

1=11-10=11-(21-11)=2-11 - 21
g =5
m2(53—2 21)—21:2 53 —5-21=2. 53_5(74—53)

=7 127—12(963 7 12%;)’—‘91 127 - 12 - 963
| = 91|23t — 12- 163
\ ol |2 F 1gamot’% le o 4673
1= 91-127 [m@d 963)
21k 21 ned %3)

Conclusion, because 91 - 127 — 12 - 963 =1,
91-127 =1 (mod 963)
Therefore if we have
127x = 4 (mod 963)

=1-x=91-127x =91 -4 = 364 (mod 963)



Definition a = b (mod m) means that m divides a — b
or there exists a k such that km = a — b.

= (mod m) is an equivalence relation since

o a = a (modm) or m divides a — a. (reflexive)

o if a= b (mod m), then b= a (mod m) since if m divides
a — b then it divides b — a. (symmetric)

o if a= b (modm) and b= c (mod m), then a = ¢ (mod m).
(transitive)
Alternate de -7(9-«1 dten A=) [Mocx m) o
@ 4 b have the same Fen rder «Jhen
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W L’Lj{ [ \C o= km-l— ~ and b-—.Q!’V!_ b
then oO-b= kmtc ~ A= = Q@Q)m
It is defined on the integers and so it can easily be shown that for
any integer Kk,
o a= b (mod m) if and only if a+ k = b+ k (mod m).

o if a= b (mod m), then ka = kb (mod m).

if ka = bk (mod m), then sometimes a # b (mod m).
eg. 2-3=2-0(mod 6), but 30 (mod 6).
eg 4-5=4-2 (mod 12), but 5 # 2 (mod 12).

When gcd(k, m) = 1, if ka = kb (mod m), then a = b (mod m)



Computational elements that we will use in some new
cryptosystems

o Compute a¥ (mod m) using only squaring operations and
multiplication by a. /a

e gcd(a, b) using the Euclidean algorithm /

e Find k and ¢ such that

ka+ (b = gcd(a, b) \/

o If gcd(a, m) =1, then there is a k such that
'ﬁ‘/u.{ K& JL st o o= (mOd m)
kea+lm=A L

thent K-a=| (o V-")

There is a function called the Euler ‘phi' function
¢(n) = # of integers relatively prime (i.e. ged(k.n) =1)

and are between 1 and n

integers between 1 and n
n | which are relatively prime | o(n)
| i 1
2 1 1
3 1,2 2
4 1.3 2
5 1,2,3,4 4
6 1,5 2
74 1,2,345,6 6
8 1.3,5.1 4
9 12,4578 6
10 1,3,7,9 4
11 1,.2,3,4,5,6,7,8,9,10 10
12 15711 4
14 1,3,5,9,11,13 6
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