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(1) A computer program generates words by choosing the first letter from the frequency table at the left

and each additional letter is chosen using the table of conditional biletter frequencies at the right.

(a) How much information is learned on average when you are told the output of a two letter word
produced by this program given that you know the first letter is an A?

(b) How much information is learned on average when you are told the output of a two letter word
produced by this program given that you know the second letter is C'7 'TE‘ J'}ﬁz (ofo + 16 [c\j) I% +;,_2"_[o(. ‘?

(¢} How much information is learned on average when you are told the output of a three letter word A
produced by this program given that you know that all three of the letters are the same?
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(2) Let X and Y be random variables representing the outcomes of rolling 6 sided dice. How much
information is learned on average when vou are told the ontcome of the difference of these rolls?
That is, what is A(|X - Y|)?

(3) Say you have § coins and one of them is heavier (d) Say that you weigh coins 1 and 2 vs. 3 and

than the other 7, but vou can't tell by looking at 4 on your frst weighing. How much infor-
it or just by touch. Say that vou do however have mation do you learn on average from that
a balance scale which if yvou weigh coins against particular weighing?

cach other and will tell you if the left pan is heavy,

right pan is heavy or both pans are equal.

(a) If the location of the heavier coin is a ran-
dom event. how much information is learned
on average when you are told which coin is
heavier?

(b) If vou really do gain logs(3) = 1.58 hits of
information per weighing, what is the max-
imum number of weighings that you should
need to determine which of the 8 coins is the
heavy one? Explain why (write a sentence!).

(¢) Draw a decision tree which demonstrates
that it is possible to determine which of the
coins is heavy in this number of weighings.

(4) Say that you have three plaintexts {my,ma, mz} with respective probability 1/6. 1/3 and 1/2. Also
say that you have four keyvs {ki, ka2, ks, kq} which are equally likely. Does the system achieve perfeet
secrecy” Why or why not (write a sentence!)?
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Computational elements that we will use in some new
Cryptosystems

o Compute a* (mod m) using only squaring operations and
multiplication by a. /a

o gcd(a, b) using the Euclidean algorithm /

e Find k and ¢ such that

ka+ b= ged(a,b)

o If gcd(a, m) =1, then there is a k such that
fr/w{ k&l ) ‘/
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There is a function called the Euler ‘phi’ function

ak =1 (mod m)

N

®(n) = # of integers relatively prime (i.e. gcd(k.n) =1)

and are between 1 and n

integers between 1 and n
n | which are relatively prime | ¢(n)
1 i 1
2 1 1v
3 1.9 2v
4 1,3 9 - 22 242
5 1,234 4v°
6 1,5 2= ¢(2)-9G) =-1)(3-1)
7 1.2,3,4,56 6
8 13,57 4= 2-2:284
9 1,2,45,7,8 6=F-3=9-3~
10 1,3,7.9 4= ¢(s)-$)= #5-1)(2-)=1
11 1.2.3.4.5:6.7,8,9,10 10v
12 1,5,7,11 4= ¢+)d3)72-2=H
14 1.3,5,8,11,13

6 = §3) g2 =@-1)(21)
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Let [a, b] represent the interval of integers {a,a+1,..., b—1,b}.

Notice that \ . \
\? ? (D F(‘\M(
¢(p) = # of integers in [1,p] that have common factor with p
= # of integers [1,p)
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c_f')(pk) = pX — # of integers in [1,p%] divisible by p
= pf —# of r-pwherel <r < phkl

= pk — pk-1
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Say that p does not divide n. Then let h be the number of integers
in [1, n] that have a common factor with n.
J:k-.\n*l‘*\ﬁ:"ti h'PK
o(p*n) = np* — # of integers in [1,npX] with a common
factor with nor p
— np* — # in [1,np*] with a common factor with n
— # in [1,np] with a common factor with p

+ # in [1,np*] with a factor with both nand p

— " :
= (n—h)(p" = P*71) = o(n)(p* - P*1) = Bn)-4(p")
J1p3? - pik where p; are all distinct primes, then
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o(n) = (P — PP )32 — P52 1) - (PR* — PR )
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Exercises:

1. Compute o(50910363) knowing
50910363 = 3* x

2. Use vour answer from the previc

22T o
3. Compute 3" mod 143
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