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Huﬁwrn Key Exchange: An Example
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ay that Alice and Bob wish to comminnicate afte
public modulus 37 and a primitive root 17, Alice al

key 9 and so she sends 177 = 6 (mod 37) to Bob. At the same time
chooses 10 as his seeret key and so he sends 172 = 28 (mod 37) to

Alice.

*do™ know {mod 37).

p7secret kov

The conunon kev 1o Alice and Bob is

79310 = 28 iod 47

rmv.mn.mwczu ﬁ
10 1%
17 =17

90= 2-36+ 1%

Powers of 17 mod 37
s|]1 2 3 4 5 6 7 8 9 1011 12 13 14 15 16 17 18
17° 117 30 29 12 19 27 15 ..:rQ 2% 32 26 35 3 14 16 13 36
s |19 20 21 22 23 : 26 27 28 29 30 31 32 33 34 35 36
y g 2 31 23 21 24 1

Alice and Bob do not know cach others secret kevs but they

Bob

ElGamal Public Key System

secret Bob
a
i
1z his public kev 3. Alice chooses at
p— 1}. and sends the

To send a message X to Bob
randon a seeret number Sy the interval {1,

pair
(Y, Z)

Z =X 3% mod p

where
24 od p. and

Bob can then get X back using his secret exponent Sy
X =Z(Y"2)" mod p.

=

1at ¥\ is used b encode” 5.

Nl

Xp"= X he")”

[1n this, we can consider t




Baby step/Giant step method

Goal: Solve a* = b (mod n).

Idea: Find a' = ba™/ (mod n) by searching through a small enough
space of possible / and ;.

Eix = [ (q_b(n))]xthen find c =a~"™ (mod n).

Next calculate a table of a' (mod n) for 0 < i < m and then
calculate be/ (mod n) for 0 < j < m until you find one of these
values in the table.

Solution: When we find a’ = bc/ (mod n) then we have
at™ =a'c™/ = b (mod n).
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2 2 (28) =42 534z + 1l =932 =92+

Example: p = 53 and a = 3. We wish to solve

Hs2drE | (od 52) 3 = 41 (mods3). ( ”") L:%m)
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o m=[1/¢(53)] = 8 and 378 = 24 (mod 53). . /3 \

o Now 41-24' (mod 53). = L
i | 3" (mod 53) i | 41-24" (mod 53)
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