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(5) The following questions are all related to theorems used to make the RSA system work.
(a) Say that we know 20152 = 626662 (mod 266923). Factor 266923 and use this to calculate
$(266923).

value of ¢(266923): /;2 (9 S ’71 2_ O

e ST R , .
205 = 6aut "= O [ mod 2 6123)
L

(80)5 — 62666)(Z0) S + 62666) i
L, \ 2 (L 6123=711243
oot ) o {64681 ) d(266%23) = A/0- 252
3co{(2%ﬁ?23/ 60651) = dcd (2‘%32:1}&0@;9)
qod (I12013,24317)

J

j-f*f( (893, 120)3) =243

(b) The number 268711 factors as = 379 - 709. Use this fact to calculate

£267629 (, 268711). : _ - 29Q
D (mod 268711) CP (2(3{ Z } 2 3}8 ?_Otg
value of 5207929 (mod 268711): Md:: ZQ)? 6 ZLf

529:%;23 _ 5zc?eztf+5‘_:_ 55* ([ od ZG,S’WI)



FINAL EXAM : MATH/CSE 4161 T
(¢) A three letter word is encoded to a longer number by ¢4 - 647 4 £5 - 64 4 4 where (4. (4. fy are
the numbers corresponding to the first second and third letters of the word. The cyphertext is
given by the number 100717 and the modulus used is 268711, The public kev is 199937, The
following information may (or may not) be useful in recovering the plaintext.
50042 - 267624 — 132971 - 100717 -
100717 = 8'0(«: I ((HOO‘ d)(m)
267624 =
268711 = 1‘}

268711 = 1.

10361 - 199937 — 20568 -
257 - 199937 — 192 -
87915 - 199937 — 65414 -
55502 - 100717 — 20803 -

100717% (mod 268711) 10 6 F(F v
2 73839 v
= '5? (Mﬂﬂ( bq) 4 51731 .
- 8 3512 vV
16 242149
2 173469 /
_ ‘(Lls_: L’_o{ CMQQ 6‘():; 161337 v/ 053? ]L,f a b X
— = 128 [ 130421 .
56 T 2300ATH
512 254912 v/
1024 165013 v/ -
(Y poss 267117 — 1464 = 393
= [ (—f CM 4096 122437 v/ &'0537 1
8192 238412
16384 112625/ Q = o' | 13
32768 156581 @
65536 149210V Z b
131072 111617 — e ?
262144 106596 ﬁ o 5} -2 3[ a( 3 lf f"ccf
You may also want to know that 100717 = 23 .29 . 151. 3
Private key: 9—5:72'
Number representing plaintext: GOS 2T

Plaintext word:

95? ASb+A
57

|O0FIZ-

= 100717° S mod
Lg%\

{00}1'—}25%

= |0OF|F . 2]
= 220240[5#2309Y]
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(3) Using the Knapsack encryption system with a public modulus of 137 and a publie key of

83 — 1 = 29 = 113 — 116 — 123

the message 50, 17,63, 107, 100, 121 was sent. Given that the first number of the private keyv is 1.

what was the message? The encoding for the letters is given on the previous page.
(4) The ElGamal system is used with modulus 79 and 39 as a primitive root, Bob publishes his public

key as 33. You may use the table of powers of 3 (mod 79) below to complete the computation.

(a) What is Bob's secret key?

(b) Alice sends the message (52,17), (57,14), (13,74). What three letter words does this message

represent? Use the encoding A — 0, B — 1,0 — 2, etc.

kf0O 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17
3|1 3 9 27 2 6 18 54 4 12 36 29 8 24 72 58 16 48
k|18 19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35
3165 37 32 17 51 74 64 34 23 69 49 68 46 59 19 57 13 39
k|36 37 38 39 40 41 42 43 44 45 46 47 48 49 50 51 52 53
3138 35 26 78 76 70 52 77T 73 61 25 75 67 43 50 Tl 55 7
k|54 55 56 57 5H8 59 60 61 62 63 64 65 66 67 68 69 70 7I
321 63 31 14 42 47 62 28 5 15 45 56 10 30 11 33 20 60
k|72 73 74 75 T6 77

3%122 66 40 41 44 53

(5) Find all of the solutions to the following equations. You may use the table of powers of 3 (mod 79)

on the previous page to help you.

)

(a) 332 = 10 (mod 79) =

(b) 10* = 2 (nod 79) = 22-

(c) ' =33 (mod T9) = 15
(d) 2% =10 (mod 79) = ¢, %!2}

(e) Show that the equation

(b) Caleulate

XZ-E{; (med P) Gﬂ"’i

O +2 %

has no solutions.
(6) The integer 4667875 factors into primes as 107 - 349 - 57,
(a) Caleulate @(4667875)

S X4+ 26 (mod 24

/

gl

3688888 (1mod 46678753
U4 Yese
ol K

’ ;-F nﬂ"‘

3

253

I ey
(?ﬁ> ;(Zg)mg 51_7¢ =)

rS Qg!'l <

By
3

(mod #%) E'Q‘Hj? b6 (’";é

0%z (@) 03 F1= 10 (ot F)
x4 1422 4 43 = 0 (mod 79) = 27 Cpqgg(_ 3—4)

—

67

é%%-'l:é ég?

(mod ?5')

2 -7 (od
?'”gj = 69-H{mod 78)

=2 . b

“_;__(z:é (mod 7—3)

* Yhere a~
othe S.Qfd'b ons .

27 (med 26)
U 22,2859 (mod 75)



