Take three sticks which have their ends colored and place them in a bag.
The first stick has two red ends, the second has two black ends and the
third stick has a red and a black end.

Now, reach into this bag (no peeking) and grasp one of the sticks by an
end so that the other end is showing and pull the stick out. Say that a
red end is showing.

What color is most likely clasped in your fist?

Is the answer? o~
3 A) red |
2 B) black @\\/

2

3 D) don’t know/care

2 C) red/black are equally likely ( \w \



Let’s analyze this problem. Look at the 3 sticks again:
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(4) Find the plaintext corresponding to the cyphertext PY 1A given that it was en
crypted using the Hill substitution cipher (mod 29) with the key

3 3
28 9
(5) Say that we know that the encrypting matrix for a 2 x 2 Hill transformation mord

26 is of the form
(3 5) Sb"ctgfi)? (moi&(a)
o P
but we do not know the last row. We are able to deteriine that the matrix has N
determinant 17 and the letters ft are sent to the letters GJ . 3 ‘5- 5 » 3-5+509 | [
(a) F?n(l the encrypt%ng matr%‘x‘ [Q b 19 - L“5+ 13b - q
(b) Find the decrypting matrix.
(¢} Find the plaintext if we know the cyphertext MDCK was encrypted with this
transformation.

(6) What is the house advantage for the ‘6-hardway’ bet? That is, how much is the
house expected to win on average per $1 bet in the game of craps? On this bet.
the die is rolled until either a 6 or or a T appears and the playver wins $9 if donble
3's are showing and loses $1 otherwise.
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M?Jé@o&s 22\3 = ’a@-}@ (WLOOQ 26)
. b= 130 (moc 26)

b0 =Sar30=lF e b 1)
= QA= é (mod ZC:)
b=13 S b 3132 (7 (raded) From (eg 1)
~5a + 13 =17 (Ml 26)
—Sa = FY (mod 26)
= Q=20



50[ u"ttkof" il o
| 3 5
eﬂC(Séﬂf*b recini [ o O]

§Oxutfﬁm 2 [2 5]

20 13

T =9 = le2h | .
fecggpy (227213 e

-0 IS
IS I
[3 5‘]“‘_{13—5] 1?"’[13 :9]
B S N LA ET
%iﬁ%@&’ 20 13 2 3 |
\Y
B 5 fm2Z) R 20 |11 =€
€ 7 2 10 B Y75 !OTH# 7 Yy
A T
HoY

13 (e - 3 20 | | 1T °
Lg \7 [3 fo | < liges lerd | |17 M



145
244
343
h41
54\

\j\/_w N €eun %Va&* WMWM}J f@w\; fmwcmvu

het ondhe 6 h wis et e

UJ TAS v:% 8N Qc&.ﬂc\u.@_,

\g use



2. Suppose we have a computer program which generates words

from the alphabet A,B,C,D according to the following procedure: _M_ﬂmhw : Biletter table
Pick the first letter according to the single frequency table given veble
below then constructs each additional letter using the table of Al 10
conditional biletter frequencies given below. Blo

a) Calculate the probability that the program produces the word "DACB" §  C | 12

b) Determine the 2 letter word that has the highest probability. D|9
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