Say that there is a disease which only about 5% of the population
has and that there Is a test for this disease which is roughly

95% accurate (that is someone who has the disease will test
positive 95% of the time and negative 5% of the time, while
someone who does not have the disease will test negative 95%
of the time and positive 5% of the time).

Given that a patient tests positive for the disease, what
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A simple test for monoalphabetic substitution

English: MISSISSIPPI
Monoalphabetic: RDFFDFFDOOD -
Vigenere : ___wouﬁmmumwxM M- ﬁ_\ ﬁ _

/ \K . pa 7 2
In English or monoalphabetic encrypted text we observe:

PAA + PBE + peC + ¥+ + pzz & 027
While in polyalphabetic cyphertext we should observe:

P(aa occurrs in random cyphertext ) = Fo .038

We should note (of course) that this only works for reasonably
large amounts of text.
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If the cyphertext was obtained from a polyalphabetic cipher then
the index of coincidence can also be used to estimate the period of
the cipher.

Let p be the period of the cyphertext and place the letters of the
cyphertext into groups of p so that the letters in the /" position of
the groups are all encrypted with the same key.

o Let M((;) equal the number of occurrences of the letter «v that
appears in the i*" positions in the groups.

o If there are M groups of p, then Y22_, MWD = M = Hod

o We also have N = Mp e Y |

@ Also we can estimate that Mé) ~ Mp,(q) (again for some

permutation for the alphabet o)
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The index of coincidence is defined as

number of pairs of equal letters in ciphertext
the total number of pairs of letters

c —

That is if we set
e NN, = the number of occurrences of the letter v in the
cyphertext

a=A

D, represents the number of pairs of equal letters in the

cyphertext.
o then /. = P
(@)

o where N = the number of letters in the cyphertext

The index of coincidence is invariant under monoalphabetic
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cyphers and we estimate under this condition that N, = N x Polai)
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_ Doy,

%,/we have that
2

2D = N(N —1)1..

Note that because /. =

And we just derived that

2D, ~ —(.027) — N + N?(.038)

2
p
Therefore,

2
N(N = 1), = ’—\;_(.027) — N + N?(.038)
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(N — 1)l +1— N(.038) ~ —(.027)
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