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Example solve 127x = 4 (mod 963) j“-cd,(‘j?_}} 5{63) =

963:7-127+74._;) Y =9(3-2)27
127=1-74453 — 53 = 1372-7Y4
74=1-53+21 —=F4 - 53
53=2.21411 — i| = §3-2-2|
21=1-11410 — |p =2|—= Il
H=1.104+1 | =1=10

= 11 —10== 11 — (@1 — A1) =211 —21
=2(53-2-21) —21=2-53—-5.21 =253 — 5(74 — 53)
=7-53-5.74=7(127—74)—5-74=7.127 - 12- 74
=7-127 —12(963 — 7 - 127) = 91 - 127 — 12 - 963

Conclusion, because 91 - 127 — 12-963 = 1,
9i27 =1 = 1293
91127 =1 (mod 963)

Therefore if we have
L}/ “
X = X = 9})127x = (mod 963)

x=1-x=91-127x =91 - 4 = 364 (mod 963)
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Definition a = b (mod m) means that m divides a — b
or there exists a k such that km = a — b.

= (mod m) is an equivalence relation since
° a=a (modm) or m divides a — a. (reflexive)

o if a= b (mod m), then b = a (mod m) since if m divides
a — b then it divides b — a. (symmetric)

o if a= b (modm) and b = c (mod m), then a = ¢ (mod m).

(transitive)
e

It is defined on the integers and so it can easily be shown that for
any integer k,
°© a=b (mod m)if and only if a+ k = b+ k (mod m).

o if a= b (mod m), then ka = kb (mod m).

if ka = bk (mod m), then sometimes a = b (mod m).
eg. 2-3=2-0 (mod 6), but 30 (mod 6).
eg. 4-5=4-2 (mod 12), but 5 % 2 (mod 12).
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When gcd(k, m) =1, if ka = kb (mod m), then a = b (mod m)



Computational elements that we will use in some new
cryptosystems

o Compute a* (mod m) using only squaring operations and
multiplication by a.

o gcd(a, b) using the Euclidean algorithm

o Find k and ¢ such that

ka+ ¢b = gcd(a, b)

o If gcd(a, m) =1, then there is a k such that

ak =1 (mod m)
Lk exists  and
axz=b (modm)
then oA X = Kb (med f"l)
There is a function called the Euler ‘phi’ function
¢(n) = # of integers relatively prime (i.e. gcd(k,n) = 1)

and are between 1 and n

integers between 1 and n
n | which are relatively prime | ¢(n)
1 1 1
2 1 1
3 1.2 2
4 1.3 2
qg{ )= p- 5 12,34 “
F | 6 1,5 2
2 p s prme 7 1.2,3,4,5,6 6
| e 8 1,3,5,7 4
d](Q") z 2 9 1,2,4,5,7,8 6
‘ 10 1,3.7.9 4
43(2‘17) = p-| 11| 12345678910 | 10
12 1.5.7,11 4
14 1,3,5,9,11,13 6
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3394 = 7943
@33?? = (74~ N(43-1)
= 7§42
= 3276
_ 3280 3276 4
5 = 'O (mod 3397)

51 (od 3397)

! ( mod 337 )
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2"3"5" = 340000

b(36000) = @°~2°)(3°-3) (5"-5)



Let [a, b] represent the interval of integers {a,a+1,..., b—1, b}.
Notice that

@(p) = # of integers in [1,p] that have common factor with p
= # of integers [1,p)
=p-—1

Also,

o(p*) = p* — # of integers in [1,p¥] divisible by p

:p‘f‘—#ofr-,‘t;wmrherelgrgp'r‘_1

k -1
= p* — pk

f #of il 4T belgeen | £ f9 /1
Say that p does no dl\nde n. Then let h be the number of integers
in [1, n] that have a common factor with n.

gb(pkn) = np* — # of integers in [1,npX] with a common
factor with n or p
= npX — # in [1,np¥] with a common factor with n
— # in [1,np¥] with a common factor with p

+ # in [1,npX] with a factor with both n and Joj

— npk _ hpk - npk—l g hpk—l

= (n—h)(p* — p*71) = ¢(n)(p* — p* 1)

ak

if n=pgipsts where p; are all distinct primes, then

B(n) = (pf* = PP N)(PF = o2 7Y) - (o — P2 )
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Calculate 5% (mod 3397)
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= (5'%%)? (mod 3397)
96" = 5 = (5340 (mod 3397)
7059 = 5% = (5*°) (mod 3397)
600 =540 = (5%)? (mod 3397)
7§84 = 5% = 5(5*) (mod 3397)
(51 )? (mod 3397)
7# =5%= ( ) (mod 3397)

32 512 = (5%)° (mod 3397)

5032 = 5% = (5°)? (mod 3397)
125 = 5% = 5(5%) (mod 3397)
25 = 52 = (5%) (mod 3397)



gecd(a, b) = greatest common divisor of a and b
= largest divisor of both a and b
= if d divides a and b, then
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4 cdlab) divdes d

Example: compute gcd(963,657)

(6F gees tato 963 —>963 =1 657 + 306

one +\:Td uﬁ;& 657 = 2 - 306 + 45 &— 306 gqoes ’nto 657 Fuwo ﬂ
femennden ot U0 MSAe s v Mec AR T
nden o 306 = 6. 45 + 36. +lres Yh e &;
45=1-36+9 . S o
5 306 = 163- 657
36=4-9 , _
§5= 657 - 2306
Conclusion: gcd(963,657) = 9 26 = 306 —6-4S
> 4 =4$-36

gcd(963,657) = 9 = —36 + 45
= —(306 — 6 - 45) + 45
= —306+ 7 -45
= —306 + 7(657 — 2 - 306)
= —15-306 + 7 - 657
= —15(963 — 657) + 7 - 657
= —15- 963 + 22 - 657

In general we can always use these equations to write
gcd(a,b) =k-a+£-b

for some integers k and /.
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