l:lﬁ"_, 1Y (mod 3N)
| 3180 = l(g (MOA 3“)

3 K (mod 311)
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Obtaining A Common Key

If P, and P; wish to communicte secretly, they create a common secret

key, K; ;, using the following method; .
V ! cecret k@d for P S@zre‘f keJ 1C9f f )
N I@ = C \

pi= @ S, ’ S
| 2 (med P |
a) P, takes P;’s public number f3; and Taises to his secret number .5;.
ﬁfi = ¢%% mod p

b) P; takes P;’s public number §; and raises to his secret number Sy,

S % S
B = a®% mod p

T

Now P, and P; both have the number

K;; = a”*% mod p,

known to nobody else and neither person has given away their private
key.
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Publ? K Ke "Exthange: An Example
(;Zg\) ‘_25 36 (+ol56)

Powers of 2 mod 37 ;\5(0 = | ( )l@ 1 @, ) Z;Z% =

s|1 23 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18

2IOXXACED R (T 34 31 % @ 26 @30 23 9 @36

@)33 29 21 @10@3 6 12@11@7 14 28@1
L 130.. ?(\\{Yl\ lU@ f\oo* "Fa__& u_)[/\QfC CG@(\))@G‘!))

Powers of 17 mod 37 ¢(3é) = qf{:f 2_2“) @(3 —3)(?_ 2) =
8 | 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16 17 18
175117 30 29 12 19 27 15 33 6 28 32 26 35 3 14 16 13 36

2‘:

I
acy

s|19 20 21 22 23 24 25 26 27 28 29 30 31 32 33 34 35 36
173207 8 25 18 10 22 4 31 9 &5 11 2 34 23 21 24 1

o e Q;@Jl' Mmad n 'HAC/\ \ﬂxe/e -
Say that Alice and Bob wish to commumca,te after agleomg onon a

public modultus 37 and a primitive root 17. Alice also chooses a sceref
key 9 and so she sends 179 = 6 (mod 37) to Bob. At the same time Bob
chooses 10 as his secret key and so he sends 17" = 28 (mod 37) to

Alice. Alice and Bob do not know each others secret keys but they
*lo* know 1756Cret Key (o 37)

The common key to Alice and Bob is

610 = 179%10 == 989 mod 37
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3‘“ + |4

S+ 122 + 4
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24|+ 32 4 Zﬁ
P41
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2,22, 48, 46,7S
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0= "
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